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Abstract:

There are deficiencies in all of the current popular identity authentication methods, such
as passwords, fingerprint recognition and handwriting recognition, since traces left in
the process may be used in forgery. Considering the deficiencies of the methods above,
we put forward a new way of user authentication. We install an acceleration meter and
a gyro in a gel pen to collect motion information of the user's signature or writing
process, which is taken as the standard for our authentication. Data collected by the
accelerometer and the gyroscope are sent to PC via STM32F103, which is based on
ARM architecture. Then we implement denoising and interpolation with the collected
data using MATLAB, after which the Eigen vectors are distracted. Eigen vectors are
classified and recognized with the supporting vector machine algorithm. In this way,
with the result from the supporting vector machine, we can judge whether the current
user being checked is the person he declared to be. By recognizing users' motion
characteristics of signature we can judge whether one is what he declared to be. People
differ greatly in gestures of holding pens, writing speed, writing angle and the
penmanship. Personality can be well revealed in these aspects. The way one signs
his/her name remains basically unchanged during some period. What's more, there are
great difficulty in forging the motion process for others even with eyewitness of it.
Resulting from the points above, this type of authentication is featured with high level
of security. At the same time, what we need is the motion process, making it
unimportant to sign on the paper or in the air. In this way hardly any trace can be left to
become the source of forgery, which raises the security of our approach. The way we
used in our system, handwriting signature, is easy to remember. On the basis of these,
the database of the system can get updated dynamically to ensure the data is always
new. Thus, this is a secure and reliable identity authentication system easy to use.

Keywords: Identity authentication; motion recognition; accelerometer; gyroscope
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